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• NOT a successor of quantum cryptography

• classical (modern) cryptography, 

assuming attacks with classical and quantum algorithms

• computational security

(… and what not)

What is Post-quantum Cryptography?
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Confidentiality: Symmetric Cryptography
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Problem: No secure channel, key exchange over a public channel

Public-key cryptography: allows to exchange secure key over insecure channel
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Public key cryptography (e.g. RSA)
One-way (or trap door) function based on prime factors.
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Trap door is based on two large primes: Multiplication is easy, factorizing the product not
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Symmetric cryptography

Shor [1]: Why haven‘t more quantum algorithms been found? 

Cryptographic protocols …

Application: encryption

Grover’s algorithm

Quadratic speed up of brute-force search

• Reduces effective key length of AES 

by a factor of two

Simon’s algorithm

Linear solution of Simon’s problem

• Find s such that f(x)=f(x+s)

• exp-2.5 speedup of some

symmetric structures

… and some relevant quantum algorithms

[1]  P. W. Shor, “Why haven’t more quantum algorithms been found?,” Journal of the ACM (JACM), vol. 50, no. 1, Art. no. 1, 2003.

Application: key exchange, signature, PKI

Public key cryptography

Shor’s algorithm: 

Polynomial solution of

• Integer factoring (RSA)

• Discrete logarithm (DH)

• Elliptic curve discrete logarithm (ECDH)

?
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Action needed for key exchange – authentication, signatures less urgent

Quantum-safe high-speed encryption
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• Large and reliable quantum computers do not exist yet

• Harvesting attack on key exchange: store now, decrypt later

• Risk for data that needs to be secure for a long time
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Complementary techniques – PQC (Standard) & QKD (Add-on)

Quantum Key Distribution vs Post-Quantum Cryptography

• Provides information-theoretic security

• Needs optical channel (fiber or space)

• Needs access to the phys. Infrastructure

• Depends on optical link performance

Quantum Key Distribution (QKD)

• Provides computational security

• Based on hardened of math problems

• Independent of communication channel

• Requires endpoint protocol access only

Post-Quantum Cryptography (PQC)
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NIST Post-quantum Cryptography Project
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Second Round Candidates: 17 (KEM) + 9 (Signature)
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Third Round Finalists and Alternate Candidates
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Classical Attack on Alternate Signature Candidates
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Classical Attack on Alternate KEM Candidate
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Algorithms to be standardized and Fourth Round Candidates
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NIST to issue new call for signatures
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Attacks on Rainbow, GeMSS and SIKE
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Post-Quantum Cryptography

• Classic public key algorithms will no longer be secure

if large, useful quantum computers can be build

• PQC standardization is a long process not necessarily free of setbacks

• PQC will be an important building block for secure networks

• PQ key exchange can be supplemented by QKD 

for applications with increased security requirements

• Crypto agility is required (i.e. primitives and protocols can be updated)
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Thank you
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